GeoPlatform Rules of Behavior and Access Policy

The GEOPLATFORM is a U.S. Government information system! managed by the Federal
Geographic Data Committee (FGDC). As a GEOPLATFORM user, | understand that | am
personally responsible for my use and any misuse of my user account and must comply with
these Rules of Behavior (ROB). | understand that by accessing a U.S. Government information
system that | must comply with the following requirements:

1.

2.

Users must safeguard the information to which they have access at all times.

Any activity that violates Federal laws for information protection (e.g., hacking, phishing,
spamming, etc) is prohibited. Violations will be turned over to the appropriate Federal
law enforcement organization for prosecution.

GEOPLATFORM user accounts are provided solely for the use of the individual for
whom they were created. Passwords or any other authentication mechanism should
never be shared or stored any place easily accessible.

I understand that Federal law provides for punishment under Title 18, U.S. Code,
including a fine and up to 10 years in jail for the first offense for anyone who commits
any of the following violations:

a. Knowingly accesses an information system without authorization, or exceeds
authorized access, and obtains information that requires protection against
unauthorized disclosure;

b. Intentionally, without authorization, accesses a government information system
and impacts the government's operation, including availability of that system;

c. Accesses a government information system without authorization, and alters,
damages, or destroys information therein; and

d. Prevents authorized use of the system or accesses a government information
system without authorization, or exceeds authorized access, and obtains
anything of value.

Posting material or information that is unlawful, such as obscene materials, inappropriate
content, or language on this site is prohibited. Users will be held responsible for any
information posted and published to this website by them or by anyone using their
access privilege that is in violation of this policy. Users are responsible for ensuring that
any information or content posted/published is appropriate for the intended recipient(s).

Any fraudulent activities, including illegally using someone else's account to access
GEOPLATFORM, post system messages, or email customers for personal gain or
concerns, are prohibited.

1 National Institute of Standards and Technology (NIST) Publication (SP) 800-53, Revision 4, Security and Privacy Controls for
Federal Information Systems and Organizations, defines an “information system” as: “A discrete set of information resources
organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information.”
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7. Users may not use this website to breach the security of any system user or to gain
access to another person's (internal or external) computer, software, or data.

8. Using tools to compromise system security of this website, such as password-guessing
programs, cracking or packet sniffing tools, or any network probing tools, is strictly
prohibited, and, the government may take legal action against you.

9. Any attempt to disrupt or deny operation of this website is strictly prohibited.

10. The user is responsible for assuring all transmissions to this site are free of viruses and
other malware.

11. The user understands that the government cannot claim copyright of data that is in the
public domain or has been released as open-data.

12. Users must immediately notify the GEOPLATFORM Program Office of any unauthorized
use of your account or any other breach of security in regards to these polices. The
GEOPLATFORM Program Office will investigate any and all suspected violations of
these policies and reserves the right to take corrective or legal action against the
violator. If an investigation is warranted, the GEOPLATFORM Program Office may
disable the user's account. As a system user, you are responsible for ensuring that your
use of the system complies with the policies stated therein. Any system user who does
not agree to be bound by these polices should immediately discontinue use of this
system and should notify the GEOPLATFORM Program Office (Geoplatform@fgdc.gov)
to remove their account.

All system users of GEOPLATFORM must follow the rules outlined here. Any abuse of these
policies are punishable by law. Direct any questions regarding complaints, violations, or this
policy to the GEOPLATFORM Program Office at Geoplatform@fgdc.gov for appropriate
handling and resolution.

The GEOPLATFORM Program Office supports and enforces the established policies set forth in
the ROB to protect GEOPLATFORM website system users from the adverse impact that can
result from violations of the ROBs. If you believe you are the victim of activities that are in
violation of this ROB, the GEOPLATFORM Program will take appropriate action to investigate
and attempt to resolve the alleged violation. To report a concern or incident, send an email to
the GEOPLATFORM Program Office at Geoplatform@fgdc.gov and include your name,
telephone, email address, the date and time of the incident, log files (if appropriate), examples,
and any other information that may be useful to the investigation and verification of the incident.

The GEOPLATFORM Program Office reserves the right to disable your account access without
notice for violation of these polices.

Penalty

Unauthorized use of GEOPLATFORM by a user violates Federal law and could leave the user
vulnerable to criminal action and/or financial liability. Anyone using GEOPLATFORM expressly
consents to monitoring, and violators shall be reported to the proper authorities.

GeoPlatform Rules of Behavior and Access Policy — 6 February 2018


mailto:geoplatform@fgdc.gov
mailto:geoplatform@fgdc.gov
mailto:geoplatform@fgdc.gov

GeoPlatform Rules of Behavior and Access Policy

SIGNATURE PAGE

I have read the GeoPlatform Rules of Behavior and Access Policy and understand and agree to
comply with its provisions. | understand that violations of the GeoPlatform Rules of Behavior
and Access Policy or information security policies and standards may lead to disciplinary action
and that these actions may include removal or disbarment from work on federal contracts or
projects; revocation of access to federal information, information systems, and/or facilities;
criminal penalties; and/or imprisonment. | understand that exceptions to the GeoPlatform Rules
of Behavior and Access Policy must be authorized in advance in writing by the System Owner
or his/her designee. | also understand that violation of certain laws, such as the Privacy Act of
1974, copyright law, and 18 USC 2071, which the GeoPlatform Rules of Behavior and Access
Policy draw upon, can result in monetary fines and/or criminal charges that may result in
imprisonment.

User’'s Name (Print):

User’s Signature:

Date Signed:
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